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Multi-Homing Security Gateway

Phat minh *ng dung mang Internet ngay cang phat tridn manh mé, dap &ng nhu cau giao dich trao déi théng
tin ngay cang tadng. Nhwng van d& bdo mat cadn dwoc quan tam khi giao dich qua mang Internet. S&n phdm
méi dugc PLANET dwa ra theo dong Security Gateway la CS-1000, |a thiét bj dac biét, s& dung cac thuat
toan vét thong minh Heuristics Analysis dé loc bé cac spam va virus mail, tw dong cap nhat cac nhan dang
spam, tich hop s&n sang co ché diét virus, worms va cac dang tdn cong mang theo nhiéu dang khac nhau tw
mail.

San phdm CS-1000 dwoc cai tién tir s&n pham CS-500, ké thira cac tinh nang ci nhw Content Blocking khoa
cac dia chi URL, Scripts, IM/P2P, IPSec va PPTP VPN server, QoS, Authentication etc. Bén canh céac chirc
nang trén, sy khac biét dau tién 1a CS-1000 hd trg 2 dwong WAN cho phép can béng tai outbound va kha
nang s&n sang cao dbi véi 2 nha cung cip khac nhau. Hon ni*a, chic nang lién két VPN Trunk hé tre tinh
chiu 16i va can b&ng trén duwdng truyén VPN, cho phép duwdng truyén gidm do tré téi mac ti da.

Chéat lugng PLANET luén dam bao CS-1000 hiéu nang firewall qua VPN la cao nhat. Hon nira, bén trong tich
hop co ché IDP va firewall déi v&i tan tieng goi tin truyén théng chdng tan cong mang dwéi moi hinh thic khi
giao dich qua Internet hay Intranet. T4t ca tap trung trong 1 thiét bi an ninh mang dap &*ng cac &ng dung
doanh nghiép.

Giai phap cho tru s& nhé va chi nhanh

Thiét bj CS-1000 cho phép loc thw mail hai chiéu (Incoming va Outgoing), du ban
cai dat mail server & trong mang LAN, DMZ hay ngoai Internet, nguoi dung trong
mang luén dugc bdo vé tét béi hé thong an ninh CS-1000. Ngwo&i dung trong
mang hoan toan an tam khi thiét bi hd trg twong thich nhiéu mo6 hinh mang.
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Anti-Spam Filtering: Bao vé an toan mang da m@c da chi®c nang (Head
Analysis, Text Analysis, Blacklist & Whitelist, Bayesian Filtering, Spam
Flngerprlnt kiém tra tai khoan ngwdi givi va dia chi IP address), va thuat toan
tim vét x& ly nhanh chong loai b6 téi 95% spam mail. H& trg cac bao cao va
nhat ky theo nhu cau nguwoi quan tri. Cac hinh thie kich hoat chong spam
mail gém: Xoa, Phuc hdi, hay chuyén gi di. Tich hgp sdn hé théng tw dong
cap nhat cac nhan dang spam mail lién tuc

Anti-Virus Protection: Tich hop sdn chirc nang loc virus, do tim cac phéan
mém cé kha nang nguy hai tr email. Hé théng loc mail theo néi dung twong
thich nhiéu giao thirc SMTP, POP3 theo th&i gian thwe hiéu qua cao. H6 tro
cac hinh thirc bdo cdo, canh bao theo nhu cdu ngu®i quan tri

VPN Connectivity: Thiét bi anh ninh mang hé tro két ndi VPN theo cac giao
th’c PPTP theo m6 hinh server/client va bdo méat IPSec. Bdo mat mang vé&i
xac thwc SHA-1 / MD5, ma hoa DES, 3DES va AES dam bdo giao thong trén
mang Internet cdng cdng

VPN Trunk: Chtc nang VPN trunk hé trg can bang tai két néi va chju I6i cao
nang cao chat lwong dwdng truyén.

Content Filtering: An ninh mang khoa mét sé két néi dwa vao dia chi URLs,
ma Scripts (Pop-up, Java Applet, cookies va Active X), P2P (eDonkey, Bit
Torrent va WinMX), dich vu nhén tin (MSN, Yahoo Messenger, ICQ, QQ,
Skype) va Download. Khi phién ban P2P hay dich vu nh&n tin cap nhat phién
ban mai, CS-1000 tw déng cap nhat va x& ly theo co ché mai

IDP: CS-1000 hd trg 3 hinh thirc xac nhan theo co ché chéng xam nhap,
nguoi diung co thé cau hinh & ché do "Anomaly", "Pre-defined" va "Custom"
phu hop vé&i cau hinh mang hién tai

Chéng Virus'déi véi HTTP, FTP, P2P, IM, NetBIOS: Thiét bi CS-1000
khong chi chdng virus do6i v&i mail, né con loc virus theo cac giao thtrc.
Cac dang virus dwgc cap nhat tw ddng thwdng xuyén

Policy-based Firewall: Tich hop co ché twong Ika chéng nhidu dang tan
cong bao gdm SYN attack, ICMP flood, UDP flood, Ping of Death, etc. Piéu
khién truy nhap cho phép moét sb ngwei dung truy cap WAN hay LAN theo thoi
gian cai dat

QoS: Cac géi tin dwoc phan loai dua theo dia chi IP, mang con hay céng
TCP/UDP va co ché wu tién bang théng theo 3 mirc xac dinh

Authentication: Co ché xac thuc cho phép nguwoi dung trén giao dién Web.
Co s& di lieu ngwdi dung dwoc cdu hinh trén cac thiét bi mang két hop di
kém voi RADIUS server

WAN Backup: Thiét bj CS-1000 cung cap cac tinh nang quan sat trang thai
dwong link WAN dang hoat dong va dudng links dw phong. Cac trang thai co
the dwa theo bang dia chi Internet

Multiple NAT: Multiple NAT cho phép nhiédu mang con truy cap Internet théng
qua 1 cdng giao tiép duy nhat v&i nhiéu dia chi WAN
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Description
Model
Hardware

Ethernet

Power

Operating Environment
Dimension

Regulatory

Management

Network Connection
Routing Mode
Concurrent Sessions
New session / second
Email Capacity per Day
Firewall Throughput
3DES Throughput
Firewall

VPN Tunnels

VPN Function

Content Filtering

IDP

Scanned Mail Settings

Anti-Virus

Anti-Spam

QoS

User Authentication

Logs

Accounting Report
Statistics
Others

Multi-Homing Security Gateway
CS-1000

LAN: 1 x 10/100 Base-TX RJ-45

WAN: 2 x 10/100 Base-TX RJ-45

DMZ: 1 x 10/100 Base-TX RJ-45

100~250 VAC, 50~60 Hz, 0.6A

Temperature: 0 ~ 60 DegreeC Relative Humidity: 5% ~ 95%
237 x 440 x 43 mm

FCC, CE Mark

Web

Transparent, NAT, Multi-NAT

Static Route, RIPv2

110,000

10,000

120,000

100Mbps

17Mbps

Policy-based Firewall rule with schedule, NAT/ NAPT, SPI Firewall
100/200

PPTP server and client, IPSec

DES, 3DES and AES encrypting

SHA-1 / MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN

VPN Trunk

URL Blocking

Blocks Popup, Java Applet, cookies and Active X

P2P Application Blocking

Instant Message Blocking

Download Blocking

Anti-Virus for HTTP, FTP, P2P, IM, NetBIOS

Automatic or manual update virus and signature database

Anomaly: Syn Flood, UDP Flood, ICMP Flood and more

Pre-defined: Backdoor, DDoS, DoS, Exploit, NetBIOS and Spyware
Custom: User defined based on TCP, UDP, ICMP or IP protocol

The allowed size of scanned mail : 10 ~ 512KBytes

Email attachment virus scanning by SMTP, POP3

Inbound scanning for internal and external Mail Server

Action of infected mail: Delete, Deliver to the recipient, forward to an account
Automatic or manual update virus database

Inbound scanning for external and internal Mail Server

Support Spam Fingerprint, Bayesian filtering, checking sender account and IP to filter the
spam mail

Black list and white list support auto training system

Action of spam mail : Delete, Deliver to the recipient, forward to an account
Policy-based bandwidth management

Guarantee and maximum bandwidth with 3 priority levels

Classify traffics based on IP, IP subnet, TCP/UDP port

Built-in user database with up to 200 entries

Support local database, RADIUS and POP3 authentication

Log and alarm for event and traffic

Log can be saved from web, sent by e-mail or sent to syslog server

Record inbound and outbound traffic's utilization by Source IP, Destination IP and Service
Traffic statistic for WAN interface and policies, Graphic display
Dynamic DNS, NTP support, DHCP server, Virtual server
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CS-1000 Multi-Homing Security Gateway (2 x WAN, 1 x LAN, 1 x DMZ, 200 VPN tunnels)
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