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VPN Security Gateway

Trao lwu s dung Internet da dem dén cac ngudén thu nhap 4n twong cho cac mé hinh Kinh doanh dién te/E-
business va chia sé thong tin hop tac, tuy nhién né ciing lam ndy sinh cac van dé& lién quan dén viéc s dung
tai nguyén va bado mat trén mang. Cac van dé& nay ngay cang tré nén quan trong trong quéa trinh hoat dong
clia cac doanh nghiép. San phdm SG-1000 cta PLANET dwoc thiét ké dac biét nhw |a mot céng kiém soat
Internet cé hd trg VPN cho khodng 50 két ndi SSL, SG-1000 cho phép quan ly va giam sat toan bd viéc st
dung Internet trong moéi trw&ng mang doanh nghiép.

SG-1000 c6 thé theo déi va bao cdo toan bo vé viéc st dung cac dich vu Web mail, SMTP / POP3 mail, IM
(MSN, Yahoo Messenger, ICQ, and QQ), P2P va download file trén toan mang LAN. SG-1000 c6 thé ngén
ch&n hacker va cac tdn céng mang, nang cao hiéu qua s dung mang Internet cia doanh nghiép.

SG-1000 bao gébm 2 céng WAN hd trg can bang tai va chuyén két néi khi mot trong 2 duong Internet ngat
quéng. Hon nira, tinh nang ddm bao va phan dai bang thong mang phuc vu hiéu qua cao nhat trong truyén
théng.

Canh ctra an ninh mang va két néi VPN
SG-1000 hé tro két ndi VPN qua SSL, IPSec va PPTP VPN cho khoang 50 két néi
an toan. Tinh ndng nguwdi ding diéu khién tlr xa mot cach dé dang.
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>>> Dbac tinh ky thuat

Két n6éi VPN
Thiét bj anh ninh mang hd tro két néi VPN theo cac giao thivc PPTP theo mé hinh
server/client va bdo mat IPSec cho khoang 50 tuyén VPN. Bdo mat mang vé&i xac
thwc SHA-1 / MD5, ma hoa DES, 3DES va AES dam bao giao théng trén mang
Internet cdng cdng

VPN Trunk B . . . B ]
Chwrc nang VPN trunk ho trg can bang tai két ndi va chju 16i cao nang cao chat
lwong dwong truyen.

Content Filtering

An ninh mang khoa moét sé két néi dwa vao dia chi URLs, ma Scripts (Pop-up,
Java Applet, cookies va Active X), P2P (eDonkey, Bit Torrent va WinMX), dich vu
nhan tin (MSN, Yahoo Messenger, ICQ, QQ, Skype) va Download. Khi phién ban
P2P hay dich vu nhan tin cap nhat phién ban mé&i, SG-1000 tw déng cap nhat va
xt ly theo co ché mai

Policy-based Firewall

Tich hop co ché tudng Ira chéng nhiéu dang tdn cong bao gém SYN attack,
ICMP flood, UDP flood, Ping of Death, etc. Diéu khién truy nhap cho phép mot sé
nguoi dung truy cap WAN hay LAN theo thoi gian cai dat

QoS
Cac goi tin dvgc phan loai dwa theo dia chi IP, mang con hay cdng TCP/UDP va
co ché wu tién bang théng theo 3 mrc xac dinh

Authentication
Co ché xac thwc cho phép nguwéi dung trén giao dién Web. Co s& di liéu nguoi
dung dwgc cau hinh trén cac thiét bi mang két hop di kém véi RADIUS server

WAN Backup

Thiét bi SG-1000 cung c&p cac tinh nang quan sat trang thai dwong link WAN
dang hoat déng va dwong links dw phong. Cac trang thai co thé dwa theo bang
dia chi Internet

Outbound Load Balancing

Dinh nghia két néi mang dwa theo cac phién truy cap, bao gdm mét trong nhirng
thuat toan phan tai: “Auto”, “Round-Robin”, “By Traffic’, “By Session” va “By
Packet”. Ngwdi quan tri cé thé dinh nghia két ndi theo cong WAN.

Multiple NAT ]
Multiple NAT cho phép nhiéu mang con truy cép Internet thong qua 1 cbng giao
tiép duy nhéat véi nhiéu dia chi WAN




>>> Thoéng soé ky thuat

Product

VPN Security Gateway

Model

SG-1000

Recommend concurrent user

30 ~ 50

Hardware

Ethernet

LAN 1 x 10/100 Based-TX RJ-45

WAN 2 x 10/100 Based-TX RJ-45

DMZ 1 x 10/100 Based-TX RJ-45

Software

Management

Web

Network Connection

Transparent mode, NAT, Multi-NAT

Routing Mode

Static Route, RIPv2

Concurrent Sessions

110,000

New Session / Second

10,000

WAN to LAN Throughput

100Mbps

VPN Throughput

18Mbps

VPN 3DES Throughput

17Mbps

VPN Function

SSL, IPSec, PPTP server and client

DES, 3DES, and AES encrypting

SHA-1 / MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN
VPN Trunk

SSL VPN

Internal Subnet of Server: 10
Connection Tunnels: 50

IPSec VPN Trunk

50

VPN Connection Tunnels / Allow to
Configure

IPSec: 100 / 200
PPTP Serve: 32/ 32
PPTP Client: 16 / 16

Content Filtering

URL Blocking

Blocks Popup, Java Applet, cookies, and Active X
P2P Application Blocking

Instant Message Blocking

Download Blocking

Firewall

Policy-based Firewall rule with schedule
NAT/ NAPT, SPI Firewall

QoS

Policy-based bandwidth management
Guarantee and maximum bandwidth with 3 priority levels
Classify traffics based on IP, IP subnet, TCP/UDP port

User authentication

Built-in user database with up to 200 entries
Support local database, RADIUS, and POP3 authentication

Logs

Log and alarm for event and traffic
Log can be saved from web, sent by e-mail, or sent to syslog server

Accounting Report

Record inbound and outbound traffic’s utilization by Source IP, Destination IP, and
Service

Statistics

Traffic statistic for WAN interface and policies
Graphic display

Others

Dynamic DNS, NTP, DHCP server, Virtual server

>>> Thong tin dat hang

SG-1000

VPN Security Gateway (2 x WAN, 1 x LAN, 1 x DMZ)
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