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Multi-Homing Security Gateway

Gateway bao mat Multi-Homing (Multi-Homing Security Gateway) cia PLANET, MH-1000 t& hop voi
cong nghé cutting-edge bao gédm cac chirc ndng can bang tai, VPN va Firewall cho cac site trung tam
dé thiét lap mang van phong va két nbi véi cac van phong chi nhanh, ciing nhw quay sé va lam viéc
tr xa. N6 duwoc thiét ké cho nhirtng giai phap mang dwa theo &ng dung vé&i chi phi dau tw thap va
thich hop khi cung cdp cho mang kich thwéc nhé va trung binh.

Nhiéu giao dién WAN duwoc tich hop vao thiét bi s& ngan chan viéc mat két 16i Internet do 16i dwong vat ly,
gidm cac nguy co tlem &4n. Thém nira, n6 cho phép ban thwc hién can béng tai bang cach phan phéi lvu
lwong qua hai két ndi WAN.

Thém nira, né la thiét bi multi-homing, Multi-Homing Security Gateway cta PLANET cung cap mét giai
phap bao mat diy dd chi trong mdt box. Firewall dwa theo chinh sach bao mat, ch*rc nang loc noi
dung va két néi VPN theo chuidn ma hoa 3DES va AES la ly do tai sao né la san pham hoan héo cho
bao mat mang. Chirc ndng quan |y bang thong ciing dwoc tro gitp d& nguwdi quan tri mang dé dang
phan phdi mic wu tién bang théng theo mirc wu tién cha cong viéc.

Cac doanh nghiém vira va nhé, cac van phong chi nhanh

MH-1000 la thiét bj tich hop cao, bao gébm cac d&c tinh vé bado mat va két
néi wu viét nhat dé dap (ng cho cac doanh nghiép vira va nhé. N6 khong
doi hoéi phai thay dbi ha tdng mang hién tai nhung van c6 thé cung cép
dwogc moét dwong dw phong WAN hiéu qua vé gia thanh va bang thdng téc
do cao. Viéc tang tai lwu lwong dwoc giai quyet bang cach can bang tai qua
hai két ndi WAN. Bang thong mang c6 thé dwoc tang 1&n bang cach bd
sung thém mot két ndi véi ISP.
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> WAN Fail-over: D&c tinh fail-over ty dong c6 thé dwoc cdu hinh cho két nbi
WAN th& hai dé dam bao két ndi dw phong khi duong két nbi chinh bi 16i

» Can bang tai (Load Balancing): MH-1000 cung cap kha néng can béng tai
bang cach phan phéi lvu lwong di qua hai hai két néi

» Can bang tai di vao DNS: MH-1000 c6 thé dwoc cau hinh dé tra |oi yéu cau
DNS trén IP ctia WAN th& hai néu két ndi WAN thr nhét bj 18i

> K&t nbdi VPN: Gateway bdo mat nay tro gitp VPN kiédu PPTP va IPSec. Véi
chudn ma hoa DES, 3DES va AES va xac thuc theo SHA-1/MD5, Iwu luong
mang di qua mang Internet cdng cdng dwoc bado mat an toan

> PPTP Server: MH-1000 ciing déng vai trd server PPTP, user t& xa c6 thé
két ndi dén server MH-1000 PPTP dé& truy cap vao mang LAN bén trong ma



khéng phai cdu hinh phic tap
> Loc ndi dung (Content Filtering): Gateway bdo mat nay c6 thé chin cac
két ndi mang dwa theo URL, theo Scripts (Pop-up, Java Applet, cookies va
Active X)
> SPI Firewall: SPI (Stateful Packet Inspection) tich hgp trong firewal cé thé
xac dinh xem moét goi dir liéu c6 dwoc phép qua firewall dé dén mang LAN
» Tan cong tir chéi dich vu (DoS): MH-1000 bao vé chdng lai cac hacker téan
cong theo kidu DoS, né cho phép mang LAN két ndi an toan dén Internet
> Chat lwong dich vu(QoS): Cac géi tin dwoc phan loai dwa theo dia chi IP
va sb hiéu cdng TCP/IP va thwc hién viéc dam bao chét lweng dich vu va
bang thong téi da v&i ba mic wu tién khac nhau
> Dich vu tén mién dong (DDNS): Dich vu tén mién déng cho phép ngudi
dung gan dia chi IP dong dén mot tén mién tinh

>>> Thong s6 ky thuat
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Description Multi-Homing Security Gateway
Model MH-1000

T e LAN: 8 x 10/100Base-TX RJ-45
WAN: 2 x 10/100 Base-TX RJ-45
Power 12V DC, 1A
Temperature: 0 ~ 40 Degree C

Cpeailie Enhonis: Relative Humidity: 20% ~ 95%

Dimension 250 x 166 x 33.8 mm
Regulatory FCC, CE Mark
Firewall Throughput 90Mbps
IPSec VPN Throughput 30Mbps
PPTP VPN Throughput 10Mbps
Max. Concurrent Sessions 10,000
| Software
Management Web

Static IP, PPPoE, PPTP, Big Pond and DHCP client connection to ISP
NAT, Static Route, RIP-2

Dynamic Domain Name System (DDNS)

Virtual Server and DMZ

DHCP server

NTP

Increased bandwidth of outbound and inbound traffic

DNS inbound load balance

Stateful Packet Inspection (SPI) and Denial of Service (DoS) prevention
Packet Filter (by IP, port number and packet type)

E-mail alert and logs of attack

MAC Address Filtering

Network Protocol and features

Load Balancing

Firewall

Content Filtering URTNSlring
Java Applet/Active X/Web Proxy/Surfing of IP Address/Cookie Blocking
IPSec: 100

VPN Tunnels PPTP- 4

PPTP, IPSec VPN support
DES, 3DES and AES encrypting
VPN Functions SHA-1 / MD5 authentication algorithm
Remote access VPN (Client-to-Site) and Site to Site VPN
IPSec, PPTP, L2TP pass through

Support DiffServ approach

Qe Prioritization and bandwidth managed by IP, Port number and MAC address
Syslog support
Log and Alert E-mail Alert
>>> Thong tin dat hang
MH-1000 Multi-Homing Security Gateway ( 2 x WAN, 8 x LAN, 100 VPN tunnels)
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