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VRT-401
VPN Broadband Router

Cung voi sy gia tang cac ng dung Internet, cac cudc tan cong clng thwdng xay ra tieng phuat, nhirng vi
khach khong m&i ma dén co6 thé truy cap vao mang cla ban bat cr lGc nao dé& s dung nhirng tai nguyén déat
gia cling nhw de doa an ninh mang doanh nghiép. Bao vé hé thong mang cho doanh nghiép cta ban la mét
diéu can thiét.

Tap doan PLANET da dwa ra giai phap cé hiéu qua cao, dep bd cho ban moi lo lang v&i s&n phdm VRT-401.
Thiét bi phan cng hoan hao tich hop giai phap VPN téc do6 cao v&i cac tinh nang tién tién, dap wng dwoc
cac nhu ciu hang dau vé céng nghé cho cac doanh nghiép, giai phap VPN két ndi LAN-to-LAN, client-to-
VPN..

Viéc hd trg cAu hinh tw dong véi wizard nhw (DHCP, fixed IP, PPPoE, PPTP, Sing tel RAS) va hé tro VPN
(chuan IPSec, diéu khién truy cap theo key (IKE) va chi*ng thwc ngwoi dung ), VRT-401 cia PLANET sén
sang tdt nhat cho nhiéu loai két ndi, nhanh va dap *ng moi nhu cau bao mat.Tat ca cho mot hé thong mang
dwoc bao mat an toan, hiéu qua, VRT-401 tich hop diéu khién truy cap ngwdi s dung va bao mat dua trén
tinh n&ng twong Ira SPI, dem lai hiéu qua va bao vé an toan cao nhat cho mang cda ban.

Twong thich va s8n sang cao khi tich hop v&i hé thdng co s& sén coé cia ban, PLANET VRT-401 bao gém 4
cdng LAN 10/100Mbps tw déng nhan téc dd két ndi bat k& cap thang/chéo, hd tro mét cdng chudn
10/100Base-TX WAN chia s& két néi Internet toan mang. Va hé tro tinh nd&ng DMZ bao vé va &ng dung dir
liéu hai chiéu khéng gidi han t&i Server va cac may tram trong mang LAN.

S dung ma hoa DES-56 bit va4 ma hoa 3DES-168 bit, nhan thwc header cac khung truyén va didu khién truy
cap theo key (IKE), VRT-401 hé tro ddy du cac tinh néng cGa mang riéng do, ché dé IPSec VPN cung cép
trao d6i di liéu va truy cap an toan. Hon thé niva, tich hop VPN tang thém hiéu qua cho VRT-401, tang kha
nang két néi, xay dwng don gian hon 100 dwuong ham VPN. XRT-401 cung c&p kha n&ng bao mat, mém déo
linh hoat va an toan trong két néi.

ung
Bon gian trong viéc st dung VPN va truy cép Internet:
VRT-401 ho tro két n0| VPN pass throught v&i client VPN gateway, LAN-to-LAN.
Khi st dung cac ké&t ndi nay, ngwdi diung hay di chuyen c6 thé truy cap vao mang
LAN tlr bén ngoai mang Internet cdng cédng nhw th&d nhw dang lam viéc tai nha
hay tai vdn phong ctia minh. Chirc nang NAT va kha nang dinh tuyén trong VRT-
401 cho phép két ndi va chia sé toan mang Internet.
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Pa truy cap LAN t&i LAN/WAN:

H& tro téi 100 dwong ham VPN, cho phép mé rong nhiéu didm két ndi trong
mang doanh nghiép clta ban. TAt ca cac chi nhanh cé thé trén khai két néi VPN
t¢i tru s& chinh théng qua VRT-401 va thwc hién chia sé thong tin théng qua
Internet an toan va bao mat tét nhét.

H6 tro VPN: H6 tro diy dd tinh nang VPN IPSec, nhan thwc MD5-HMAC/SHA1-
HMAC va cerfiticate chirng thwc nguwdi dung, ma hoa DES-CBC, 3DES-CBC, diéu
khién truy cap nguoi dung théng qua khoa IKE va théng lvgng khoa bang tay.



Hé trg VPN Pass throught: Cac may tinh véi phan mém VPN st dung PPTP,
L2TP va IPSec dwoc truyén tw dong thdng sudt, khédng can cau hinh.

H6 tro Microsoft VPN: St dung card co hé tro Microsoft VPN, day chinh la chirc
nang c6 san trong cac hé diéu hanh window gan day nhat. Tinh ning nay co thé
dwoc st dung dé cung cép truy nhap tr xa vao mang LAN t& cac may tinh ca
nhan. Microsoft cung c&p cach don giadn nhat dé két néi VPN dé& dang hon dung
IPSec VPN

Truy cap mang LAN/Internet: Chia s& mot dia chi IP cho tdt cd nguwdi dung
trong mang LAN cla ban, st dung két ndi VPN site to site, nguwdi lam viéc hay di
chuyén hoéc tai cac chi nhanh dwoc phép truy cap mang theo két ndi an toan
nhat tir bat cr dau trén thé gidi.

Twéng Iva kiém tra trang thai goéi tin: T4t ca goi di liéu dén sé& duoc theo dbi
va tat cd di¥ liéu yéu cau tlr server sé duwoc loc, do d6 bdo vé mang cta ban khai
cac tdn cong nguy hidm dang ngd tlr bén ngoai.

Bao vé chéng lai tAn céng dich vu DoS: Tén cong DoS c6 thé lam tran két ndi
Internet bang cac géi tin va yéu cau khong hop 1€, s dung qua nhidu bang thong
lam hét tai nguyén, gay ngat két néi. VRT-401 bao vé chéng lai sy tdn coéng cla
DoS.

Twéng Ira bdo vé dwa trén céac chinh sach co ban: Pé cung 'cép thém bédo vé
chong lai cac gai tin dang ngo, ban co thé dinh nghia cac quy tac cho twong Ikra
dé& diédu khién cac dich vu trén Internet cho ngwdi ding trong mang LAN

Server ao va kha nang wng dung Internet: VRT-401 cho phép chia sé tai
nguyén bén trong mang nhw email, FTP, HTTP theo nhitng cach tdi wu nhéat. Kha
ndng DMZ khong chi mang lai sy thuén tién trong viéc ng dung di liéu 2 chiéu
khéng han ché ma con cho phép thiét bi trong mang LAN hoat ddng nhw mét nat
Internet doc lap truyén thong &ng dung theo ca 2 chidu. Trong hi d6, VRT-401 hd
trg nhiéu ®ng dung Internet nhw Gaming, Telephony, Conferencmg dé dap ng
nhidu nhu ciu ng dung, ma thwdng cac rng dung nay khoé cau hinh khi 4n déng
sau blrc tvdng Ira.

>>> Thong sé ky thuat

Product

Model VRT-401

Hardware Specification

Ports LAN |4 (10/100Base-TX, Auto-Negotiation, Auto MDI/MDI-X)
Ports WAN 1 (10/100Base-TX, Auto-Negotiation, Auto MDI/MDI-X)
Ports DMZ 1 (10/100Base-TX), Auto-Negotiation
System: 1 (PWR)
LED Indicators WAN port: 1 (LNK/ACT)
LAN/DMZ port: 2 (LNK/ACT, 100)
Button 1; Reset / Factory Reset
Protocol [TCP/IP, NAT, DHCP, HTTP, DNS, NTP
Native NAT firewall
Security Enhanced policy-based+ SPI firewall
DoS attack Prevention, local password protection
VPN Tunnels Up to 100

MD5-HMAC / SHA1-HMAC / Certificates authentication
DES-CBC, 3DES-CBC,AES encryption

Internet Key Exchange

Manual Key Negotiation

VPN Features

VPN Pass Through IPSec, PPTP pass-through support
Advanced Function Virtual Server, Special application, DMZ, UPnP, DDNS, ALG settings
Internet Access Restriction /Access Control and URL Filtering
Management HTTP (web browser management)
Power Requirement 12V DC, 800mA.
Dimension (W x D x H mm) 170 x 148 x 28
Temperature: 0~40 degree C (operating)

Environmental
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Emission EMI: FCC part 15, CE

>>> Thong tin dat hang

Broadband VPN Router (4-port LAN, 1-port WAN, 1-port DMZ; up to 100 VPN

VRT-401 tunnels)
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