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Gi&i thiéu cong nghé
FORGELEGELT

cac hé thdng bao mat an toan va phong ching tan

cong trd nén hét st quan trong trong cac hé thdng
mang. PLANET gidi thiu giai phap bao mat mang tdng thé
trén mat thigt bi duy nhit nham tang kha nang tich hop cac
tinh nang, dong thdi nang cac tinh san sang nhd kha nang
hoat ddng kép caa hai thiét bi trong cung mot hé thdng.

Vﬂi su' phat trién manh mé cla Internet, viéc xa&y dung

Cac giai phap bao mat théng thuding mat hé théng mang bat
budc phai cd bao gbm: Firewall/Tudng fba, VPN-Virtual
Private Network/Mang riéng &o, IDP-Intruction Detected
Prevent/Phat hién, ngan chan tan cdng, Anti-Virus/Chdng
Virus, Anti-Spamy/Chong Thu' rac va CF-Content Filtering/Loc
ndi dung. Firewall co chifc nang ngan chan cac truy nhap
lkhdng dudc xac thu'c. VPN cho phép tao mdt mang riéng an
todn trén nén mang Internet ding dé két ndi gilfa cac tru sd
va ngudi ding di dong. IDP co chic nang phat hién va ngan
chan su tan cdng tir b&n ngoai dong thdi cd kha nang phong
toa hay loai bo virus phat sinh tlr bén trong mang LAN phat
tan ra ngoai Internet. Anti-Virus va Anti-Spam lam giam
nguy cd &y nhidm virus va cac Spy-Ware /Phin mém Gidn
digép danh cap dir ligu trong mang LAN. Chifc nang CF gidp
xay dung chinh sach quan Iy truy nhap Internet, loai bo cac
fng dung khdng cén thigt gay Iang phi dudng truygn va thdi
gian lam viéc cia doanh nghiép. Biém ndi bat cla san pham
va gidgi phap PLAMET |3 tudn thi chit ché cac chudn cing
nghiép dong thdiludn ap dung cac cong nghé mdi nhat.

® Can bang tai két ndi Internet trén nhigu két ndi vat ly

® Tao kénh VPN bang cing ngh& ma hoa cao cap vdi cd
ché DES, 3DES va AES

B Ngan chan DoS-Denial of Service/Tan cong tir chdi
dich vu va DDoS-Distributed Denial of Service/Tan
cong tir chdi dich vu phan tan

® Chdng virus, ching thu rac va loc tifng goi tin qua
tu'dng lua

® Giam sat toan bd qua trinh s dung Internet bao
gom: loc dia chi trang Web, loc dich vu...theo cac
chinh sach do ngu'di quan tri xay dung

® Ho trg xdc thuc ngudi sif dung qua RADIUS server

MNhirng Igi ich cac giai phap bao mat cua
PLANET mang lai

Giai phap téng thé va toan dién

Cac san pham trong dong san phidm bao méit mang cla
PLAMNET dap ng hoan toan cac yéu cadu bao mat thong
thuding mot hé thdng mang bat budc phai cd. Ngoai ra giai
phap cia PLANET can dap (ng du'dc cic yéu cdu cao cdp hdn
clia nhifng ¥'ng dung phic tap dai hdi su' dn dinh va& tinh san
sang cao nhu dién thoai IP, hdi dam va giam sat video qua
mang Internet...Dong san phim bao mat mang cia PLANET
cling hét si'c phong phi, da dang dap U'ng cho moi nhu céu
s dung tirf Gia dinh, Wan phong nhd cho dén cac Doanh
nghiép vira va ldn.

£ tich hap tinh ndang cao

Cac san phdm cha PLANET dudc tich hdp nhigu tinh ndng
trong cing mat thigt bi. Do da, dé dang 13p dat va thigt 1&p
cdu hinh dong thdi lam giam chi phi trign khai hé thing.

Tinh san sang cao

Bén canh cac tinh ning bac méat cdn ban, mét s san pham
ctia PLANET con dudc trang bi sdn 2 ho3c 4 cing WAN, cac
cdng nay dam bao k&t ndi Internet lién tuc trong trudng hap
mat k&t ndi gdp su' cd. Mot s san phdm cua PLANET con ho
trd HA-High Avaibility/Tinh sin sang cao cho phép |Ap dit
song song hai thiét bi, trong trudng hop mat thiét bi gap su'
cd thi thigt bj can lai van hoat déng binh thudng.

Chi phi van hanh thap

T&t ca cAc thidt bi bao mat cia PLANET d&u ho tro cdu hinh tir
®a qua giao dién WEB, thudn tién cho ngudi quan tri. Kha
ndng nay cd thé giip ngudi guan tri van hanh va bao duting
hé thdng mot cach dé dang, nhanh chong nhat tl bat ky
di€m nao trén mang LAN va ca tf ngoai mang LAN qua
Internet.

Bang so sanh hé théng Bao mat Tap trung va Bao mat Khong tap trung

Giai phap Bao mat Tap trung

(Advandce All-in-one solution)

S Iugng thiét bi

Tich hgp nhiéu tinh ndng mdi nhat

Thiét Iap hé théng

an toan mang dién thdng nhat

Chi phi dau tu

ban dau nhiéu tinh nang

MGt thi€t bi co tat ca cac tinh ndng bao mat

Ban gian, thuc hién mat |an trén mét giao

Giam rat nhiéu do mot thiét bj tich hop

Giai phap Bao mat Khong tap trung

(Traditional solution)

Mhigu thiét bi, mdi thiét bi cd mot tinh nang
riéng

Phu thudc vao tirng thiét bi cu thé

Phai thuc hién nhigu céng doan va phai xac
lap tinh tudng thich gilfta nhigu thigt bi néu
su' dung nhigu hang khac nhau

B3u tu nhiéu thiét bi phan cing theo danh
muc chifc nang riéng
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Giai phap cho Gia dinh va Van phong
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Tinh ning san pham

Thiét bi bao mat van WRT-

311

ADE-
3400

phing nhd va gia dinh

Z 'WAN Firewall Router X

4 WAN Firewall Router X

Z WAN, VPN, Firewall X

1 WAN, VPN, Firewall X

Modern ADSLZS 2+ X

“4-Port Modermn ADSL2/2+ X

Théng tin san pham

ﬁ XRT-402D

2xWAN Internet
Broadband Router
(TCP/ 1P, with 4
LAN ports)

XRT-104D
4xWAN Internet
Broadband Router
(TCP/ IP, with 1
LAN ports)

ADE-3400
ADSL 2/2+ Router
(1xRJ-45, 1xRI-11
Annex A/B)

ADE-4400
ADSL2/2+ Router
(4=xRJ1-45, 1xRJ-11
Annex A/B)

Mong mudn cua ngudi sifdung

® 54 |u'dng may tinh yéu cdu k&t ndi nho han 30.

Bam bao két ndi Internet khéng bi ngat guing.

= Bao vé may tinh trong mang LAN khoi su t3n cong bl
Internet khi két ndi mang.

® Ngan chan cac may tinh trong mang LAN truy nhap vao cac
dia chi trang Web cd thdng tin khdng phi hdp trén Internet.

® (Cung cdp dich vu E-mail va FTP cho ngu'di sif dung ngoai van
phong.

® Bdn gian, dé sirdung, chi philap d&t va duy tri thap.

Giai phap cia PLANET

= Bdi vdi cac Van phong nho hay Gia dinh ma sd ludng may
tinh y&u ciu két ndi nha hdn 30 thi dong san pham XRT cla
PLAMET la hoan toan phi hdp.

= P& duy tri két ndi Internet khing bi ngdt gquing néu cd mot
dudng truyén gdp su cf va cdn bang tai trén hai duding
truyén, XRT-4020 |a giai phap tdi vu. NEu mudn s dung
bdn dudng truyén dong thdi thi XRT-104D la giai phap toi
u'u.

= Dongsan phdm XRT dugc tich hdp cac tinh ndng: Firewall va
Dos.

= PE quan ly truy nhap Internet d&i vdi ngudi st dung trong
mang LAN, dong san phdm XRT co hai tinh n&ng chinh 13
Bigu khign truy nhép va Loc dia chi trang Web. B38i vdi tinh
nang digu khién truy nhap, ngudi guan tri o thé xdy dung
cac chinh sach sir dung dich vu mang cho tifng may tinh. Vi
du: chicho phép cac may tinh nhom A s dung dich wu HTTPR,
cac may tinh nhom B khing dudc s dung dich vu SMTF, FTP
va may tinh nhém C khdng dudc s dung dich vu CHAT, D4i
wdi tinh nang loc dia chi trang Web, ngudi guan tri mang cd
thé ngén chin cac may tinh trong mang LAN truy nhap vao
cac Website co thdng tin khéng phi hop trén Internet.

= ¥RT cho phép cung cdp cac dich vu E-mail va FTP Ién
Internet qua tinh ndng ho trod DDNS va DMZ.

= Dong san phdm XRT cho phép cdu hinh tir xa qua giao dién
WEB, thudn tién cho ngudi quan tri. K&t ndi Internet toc dd
cao co thé dudc thiét |dp trong vong vai phit ddng théi cung
cap day di cac tinh nang bao mat cho mot mang LAN nha
widi chi phi ti vy va cdng nghé tién tién nhat.

Lua chon san pham
= 5if dung XRT-402D va 02xADE-3400 cho cén bing tai 2
dudng WAN.

= 5if dung XRT-104D v& 04xADE-3400 cho cin bang tai 4
dudng WAaN.
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Giai phap cho Doanh nghiép vira va nho

Hé théng bao mat tdi vu va an toan

3 il il o Mong mudn cua ngudi si dung

Tru sd chinh

= 54 |u'gng may tinh yéu cau ket ndi tir 50 dén 70.

Bam bao két ndi Internet khang bi ngat guing.

Co cac tinh nang Firewall, DoS, IDP, Anti-Virus, Anti-Spam.

Co kha nang quan |y truy nhap sirdung Internet.

K&t ndi VPN tdi Chi nhanh va Van phang Tai nha.

Chi nhanh

S0 lu'gng may tinh yéu cau ket ndi tir 30 dén 50.

s (o cac tinh nang Firewall, DoS, IDP, Anti-Virus, Anti-Spam.

®  Cakha nang quan ly truy nhap sirdung Internet.

s K&t ndi VPN tdi Tru sd chinh va Van phang Tai nha.

Van phong Tai nha

® 5S4 lwgng may tinh yéu ciu két ndi nhd hon 10 s dung mang
khong day.

J — - . auamany olim M = (o cactinh nang Firewall, DoS.
Bt ; J-_l— s - -, ® o6 khandng quan ly truy nhap s’ dung Internet.
TT paleateRle]m Két ndi VPN tdi Tru sd chinh va cac Chi nhanh.
- W leu
khding heyp 1 sz . .
g e g el ﬂ e P Giai phap ciua PLANET
dich vu URL /% E-mail WEB FTP /| - Tru sd chinh

= C5-1000 dugc thigt ké dé phuc vu mdt mang LAN cd b 50
dén 70 may tinh.

= C5-1000 hd trg tinh ndng cén bang tai da duding va két ndi
) du phong vdi 2 két ndi WAN dang thai.

e 401G ® (C5-1000 dudc tich hdp cac tinh ning Firewall, DoS va IDP
2 WAN, VPN, Firewall, % vdi thong lugng 100Mbps. Cd ché Anti-Virus, Anti-Spam
Anti-Virus, Anti-Spam dudc tich hdp san trong C5-1000 qua cac cong POP3 va
e EEY by SMTP. Cac dinh nghia Virus va Spam ludn dudc cdp nhat tu

Anti-Virus, Anti-Spam pl g ¥,
2 WAN, VPN, Firewall dong thuting xuyen.

Tinh ning san pham

Thiét bi bédo mét doanh

multi subnat " = Bé& quan ly truy nhap Internet ddi vdi ngudi s dung trong
2 WAN, VPN, Firewall " mang LAN ngoai céE tinh ndng digu khif'_'n truy nlhé_'lp, loc !iia

chi trang Web, loc ndi dung, C5-1000 con dudc tich hdp tinh
1 WAN, WPN, Firewall X nang User Authentication/Xac thuc ngudi su dung, ngudi sof

dung trong mang LAN mudn truy nhap Internet phai gb tén

# truy nhap vao mat khiu truy nhap.

" C5-1000 hé trg thit 13p déng thai 200 kénh VPN vdi thang
Iu'dng 17Mbps cho phép két ndi vdi Chi nhanh, Van phong Tai

1 'WAN, VPN, Firewall,
Wiralesg

Théng tin san pham

nha va Ngu'di ding di ddng.

C5-1000
Multi-Homing
Security Gateway
(2xWAN, 1xLAM,
1xDMZ, 200 WPN
tunnels)

MH-2000
Multi-Homing
Security Gateway
(2xWAN, 1xLAM,
1xDMZ,

200 tunnels)

VRT-311
Broadband VPN
Router {1xWAN,
3xLAN, 1xDMZ,
100 tunnels)

C5-500
Multi-Homing
Security Gateway
(1xWARN, 1xLAM,
1x DMZ, 200 VPN
tunnels)

MH-1000
Multi-Homing
Security Gateway
{ZxWAN, BxLAN,
100 VPN tunnels)

VRT-401G
S4Mbps Wireless
VPN Firewall
Router

Chi nhanh

= [C5-500 dugc thigt ke dé phuc vu mdt mang LAN cd tir 30 dén

50 may tinh.

®  (C5-500 cling cd cac tinh nang Firewall, DoS va IDP vdi thdng
|U'gng 100Mbps va cac od ché Anti-Virus, Anti-Spam nhu C5-

1000.

C5-1000.

C5-500 co tinh ndng quan Iy truy nhap s dung Internet nhu

" CS5-500 hé trd thidt 1p ddng théi 100 kénh VPN vdi théng
|ugng 15Mbps cho phép két ndi vai Tru sd chinh, Wan phong

Tai nha va Ngudi ding di dong.
'.I"an phong Tal nha

VRT-401G hd trgd mang LAN nho hon 10 may tinh va k&t ndi

mang khdng day.
" WRT-401G co cac tinh ndng Firewall, Do5s.

" WYRT-401G co tinh nang quan ly truy nhap suf dung Internet

nhu CS-500.

® VRT-401G hé trd thiét |3p déng théi 10 kénh VPN vdi théng
|u'gng 17Mbps cho phép két ndi tdi Tru sd chinh, Chinhanh.

Lua chon san pham
Tru sd chinh

= Sirdung CS-1000 guan |y két ndi Internet va tao kénh VPN.
= Sirdung 02x ADE-3400 cho cén béng tai 2 duding ADSL.

Chi nhanh

= Sirdung CS-500 quan |y két ndi Internet va tao kénh VPN.

& Sirdung ADE-3400 k&t ndi ADSL.
Van phong Tai nha

" Sirdung VRT-401G quan ly két ndi Internet va tao kénh

VPN.
® Sifdung ADE-3400 két ndi ADSL.

(JPLANET



Giai phap cho Doanh nghiép vira va Ién

Hé théng bao mat da dudng cd tinh

san sang cao
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Kénh VPN

ruum I bang thang | | Guin i nguln

IFM-500 fA00E IKNTE-B000

BM-2155

Biku khifn méy chd  Cén Bang tAl may ch

H& théng quan Iy thié bj mang w4 Méy chid qua mang IF y

LE-5000

Tinh ning san pham

Thiét bi bao mat doanh . BM-

2155

ERT-
805

LE-
8000

nghiép vira va Idn

2 WAN, 2 LAN, VPN, Firewal
Anti-Virus, Anti-Spam

155M Bandwidth Manager

Leasline Router

Server Load Balancer

E-Part 1P KVM Switch

B-Port IP Power Manager X
Théng tin san pham
MH-5001 BM-2155
- Multi-Homing 155Mbps
Security Gateway Bandwidth
(2 WAN, 2xLAN, Manager
1xDMZ,256 IKE
tunnels, 2000
Manual key
tunnels)
ERT-BOS LE-B00D
Enterprise Serial — Server Load
Router { 1xWAN, Balancer
1xLAN)
~ IKVM-B000D ~ IPM-B0D2
8-Port IF KVM 8-Port IP Power
Manager

Mong mudn cua ngudi sif dung

Két ndi Internet

54 lu'dng may tinh yéu cau két ndi tlr 70 trd |én.

Pam bao két ndi Internet khdng bi ngat quing.

Cd cac tinh nang Firewall, Do5, IDP, Anti-Virus, Anti-Spam.
Cd kha nang quan Iy truy nhap sirdung Internet.

K&t ndi VPN tdi Chi nhanh va Van phong Tai nha.

Cd cd ché quan ly bang thing dadi vai tirng dich vu va nhu cdu
cu th g.

HO tro két ndi Internet qua du@ng Lease-line.

L]
Quan ly hé thong

Cd kha ndng cdn bang tai cho cdc may chu WEB, Mail,
FTR, Streaming.

® Quan ly tép trung may chd trén nén mang IR

Quan Iy ngudn dién tap trung cho hé thding mang.

Chia s& dia cing va dam bao an toan dir liéu trén mang.

Giai phap ciua PLANET

K&t ndi Internet

MH-5001 dude thidt ké dé phuc vu mot mang LAN b tif 70
may tinh trd 1&n.

MH-5001 hd trd tinh ndng can bing tai da duding vdi 2 két
néi WAN sdn oo va 2 kit ndi WAN du phang.

MH-5001 dudc tich hgp cac tinh nang Firewall, DoS va IDP
vdi thdng lugng 380Mbps. Cd ché phong chéng Virus, Spam
dudc tich hop sdn trong MH-5001 qua caic cdng POP3 va
SMTP. Cac dinh nghia Virus va Spam ludn du'dc cap nhat tu
dong thudng xuyén,

Bé quan ly truy nhap Internet d8i vdi ngudi sif dung trong
mang LAN, déng san phdm MH cé tinh ndng tudng tu déng
san phdm C5.

MH-5001 hé trd thiét 13p déng thai 2000 kénh VPN vdi théng
Ugng 70Mbps cho phép k&t ndi tdi cac Chi nhanh, Van
phong Tai nha va Ngudi dung di ddng.

P& quan ly bing théng céc ng dung quan trong khi ding
chung vdi cac dich vu thdng thudng, BM-2155 la giai phap
tdi vu. Vai kha nang quan ly bang thong I1&n tdi 155Mbps va
tinh s&n sang cao, BM-2155 dam bac nhiing gdi tin vu tién
s& ludn cd bing thdéng &n dinh dam bac chikt ludng cho cac
dich wu theo thdi gian thuc nhu'VolP hay hdi dam video.

Bé sif dung duding thué bao Lease-line, bd dinh tuy&n ERT-
805 két ndi MH-5001 vdi mang Internet qua cac giao thic
k&t ndi nhu PPR, Frame-Relay, X.25, PPPoE.

Quan ly hé thong
= |B-B000 s dung cén bang tai cho cdc may chid chay cac dich
vu nhu WEB, Mail, FTP, Streaming doi hoi su dap (ng va
tu'dng tac vdi ngudi sir dung ludn 8n dinh v& nhanh chong.
IKVM-8000 dudc ding d& digu khién tép trung cdc may cha
qua IP. N& cd thé quan |y tir 8 d&n 128 may chu dng théi.
IPM-8002 dudc sir dung d€ quan ly ngudn dién t&p trung cho
hé thdng mang trung tam qua mang IF.

NAS-3401 dudc sif dung d& chia sé dia cing va& dam bao an
toan dif li€u trén mang. No cd kha ndng gan tdi 4 dia cling
néng tdng dung ludng 1&n 1TE va hoat ddng vdi RAID 0,1,5,
JBOD.

Lua chon san pham
Két ndi Internet

SUdung MH-5001 quan Iy két ndi Internet va tao kénh WPN.
St dung ADE-3400 k&t ndi ADSL.

S0rdung ERT-B05 két ndi Internet qua Lease-line.

S0 dung BM-2155 quan |y bang thdng va dam bao chat
|ugng dich wu Internet.

Quan ly hé thing

Sifdung LB-B000 c&n bang tai cho may chi.
S0 dung IKVM-8000 quan Iy may chu.

S0 dung IPM-8002 quan Iy ngudn may chi,
S0 dung NAS-3401 chia sé uu trir,
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